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Background: Global health systems are increasingly challenged by the rising demand for long-term 

dementia care, intensifying interest in digital health interventions (DHIs) to support independence, 

cognitive function, and quality of life. While technologies like wearables, mobile apps, and 

conversational agents are clinically promising, their development often outpaces deep ethical 

challenges. Current evidence generically addresses ethical considerations such as autonomy, privacy, 

informed consent, and trust, while issues specific to cognitively vulnerable populations (e.g., 

preservation of autonomy and dignity during progressive cognitive decline) remain underexplored.  

Aim: This scoping review systematically maps existing DHIs developed for individuals with cognitive 

impairments. The aim is to identify recurring ethical patterns and unresolved challenges to establish 

an evidence base for newly emerging technologies like GRACE, an LLM-based voice assistant 

delivering ethically grounded lifestyle interventions for cognitive impairments.  

Methods: Following Arksey and O’Malley’s framework and the PRISMA-ScR checklist, we review 

studies published between 2015-2025 across five databases (PubMed, Scopus, Cochrane, APA 

PsycInfo, and ACM Digital Library). Interventions are categorized by functional purpose (e.g., cognitive 

activities, health education, lifestyle support), reported outcomes (e.g., quality of life, wellbeing) and 

technology modality (e.g., wearables, mobile applications, conversational agents). Ethical dimensions 

reported or implied within studies will be systematically extracted and synthesised. 

Results: Preliminary synthesis indicates an ethical implementation gap extending beyond formal 

research ethics approval. While most studies prioritize safety and clinical effectiveness, limited 

attention is given to complex ethical challenges such as risks of deception, emotional dependency, 

digital equity, and tensions between user safety and autonomy. Moreover, few studies address the 

challenges of obtaining and maintaining dynamic consent in contexts of progressive cognitive decline. 

Conclusion: Moving beyond generic discussions of ethical principles, this review provides ethically 

informed guidance grounded in the lived realities of cognitive impairment. By mapping the ethical 

landscape of current DHIs, the study highlights priority areas for responsible innovation and 

governance in ageing and cognitively vulnerable populations. Ultimately, this research will provide 

the evidence base for the development of DHIs for GRACE, ensuring that it is not only technically 

robust but also designed in respect to ethical considerations specific to cognitively vulnerable people.  
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