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1

Towards Smart Connected Products

The Internet of Things (IoT), i.e. the convergence of the physical and digital
world, promises enormous business potential and will have a lasting impact
on every industry (Iansiti and Lakhani 2014; Porter and Heppelmann 2014,
2015). Specifically, smart, connected products will change the way how manufacturing companies create and capture value in both B2B and B2C (Porter
and Heppelmann 2014, 2015). Well-known examples of manufacturing
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companies that are already successfully using the IoT today are Tesla (connected cars) in automotive, Philips (connected lighting) and Sonos (connected
speakers) in smart home as well as John Deere (connected tractors) in agriculture and Trumpf (connected machines) in the domain of Industry 4.0.
At the same time, many manufacturing companies find it challenging to
develop successful IoT offerings. Oftentimes, their expectations in terms of
revenue and profit remain unmet (Wortmann et al. 2019). A recent study
from 2020 showed that 58% of IoT projects are either mostly or completely
unsuccessful (Beecham Research 2020). From a provider perspective, the reasons for failure vary from internal challenges (e.g. lacking capabilities) to
external ones (e.g. immature technology). However, one very common challenge is the lack of business focus. Companies concentrate on technology and
lose sight of the focal business problem they are trying to solve for their customers. In fact, many companies still search for compelling and financially
viable use cases that go beyond ‘chasing the cool factor’ (Kranz 2017). In light
of the depicted challenges, this chapter is focusing on IoT and manufacturing
companies and addresses three fundamental questions: What are the recurring and proven IoT use cases across different manufacturing industries? How
can they be leveraged by manufacturing companies? And what role do IoT
platforms play in enabling these use cases?

2

Internet of Things
for Manufacturing Companies

In the context of manufacturing, the term industrial IoT (IIoT) is omnipresent.
However, the lines between IIoT and IoT are very blurry and the concepts are
often used interchangeably. IIoT refers to the specific application of IoT in an
industrial and B2B setting (Boyes et al. 2018). One prominent example is the
connected factory (Industry 4.0) where machine-to-machine communication
and automation play an important role. Despite different perspectives on IoT,
utilizing IoT relies on common fundamental principles across manufacturing
companies independent from the domain. Every IoT solution is based on a
smart, connected product such as an industrial machine or smart speaker. The
objective is to complement a physical product or device (e.g. tractor) with software and sensors (e.g. to track the GPS and engine data of a tractor) to make
it ‘smart’. Connecting the smart device with the Internet enables different
levels of capability: Smart, connected products can be remotely (a) monitored,

Bosch IoT Suite: Exploiting the Potential of Smart Connected Products

269

(b) controlled or (c) optimized. Depending on the domain, they can also
operate (d) autonomously (Porter and Heppelmann 2014).
In the long term, the IoT can enable manufacturing companies to offer
their customers a hybrid value proposition that is both physical and digital.
This usually includes the analysis of data (gathered through the connected
products) to offer value-adding digital services (Fleisch et al. 2014). However,
every IoT solution must ultimately solve an unmet need for either the manufacturing company itself or the end customer. Depending on the data source,
the literature distinguishes four ways in which IoT data can be used by manufacturing companies (Bilgeri et al. 2019) (Fig. 1).
The first two opportunities relate to smart, connected products, which are
not owned by the customer but are in the direct sphere of influence of the
respective company. Agricultural service providers that provide harvesting services to farmers, for example, use IoT data from their agricultural machinery
to improve the efficiency of their internal processes (domain 1). Telemetry
data enables them to monitor the position and operating status of their agricultural machinery and optimize their fleet management. Beyond internal
process innovation, the telemetry data can also be used for new products and
services. The use of highly specialized, high-performance agricultural machinery has become so expensive that customers require precise minute-by-minute
billing. Telemetry data enables such billing, which is perceived as a real value
add and thus a differentiating service (domain 2). Connecting agricultural

Fig. 1

Four domains to utilize IoT data, Bilgeri et al. (2019)
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machinery thereby leads to internal process optimization as well as service
innovation for the customer.
The third and fourth opportunity is based on data that is generated by
products in the field, i.e. while in use by the customer. Heidelberger can serve
as an example to illustrate these opportunities. With its connected solutions,
the manufacturer of industrial printing systems is in a position to offer innovative services such as predictive maintenance (domain 3). In the event of a
malfunction, the system (located at a customer site) automatically sends an
electronic error message to Heidelberger, enabling service technicians to carry
out repair work remotely or to bring the right spare parts directly to the site if
necessary. The monetization of this new data-driven service offering, however,
covers only part of the IoT potential of connected printing equipment. At the
same time, the IoT data is also used to optimize the development processes of
Heidelberger (domain 4). In the data-to-specification (Data2Spec) use case,
historic machine data that captures real-world machine usage serves as the
basis to prevent costly under- or over-specification of new product generations. Hence, the connectivity of printing machines also leads to service innovation for the customer as well as internal process optimization at Heidelberger.
Given the technological possibilities and the increasing number of success
stories, there is little doubt that the IoT will transform many industries in the
long term. It will alter the way companies design and develop their products
and services. At the same time, a new technology stack is emerging, and manufacturing companies need new skills to successfully deliver IoT solutions
(Porter and Heppelmann 2015).

3

Bosch IoT Suite as an IoT Platform

IoT platforms have become an integral part of IoT projects. Their goal is to
provide a manufacturing company with the necessary technology to quickly
build and scale an IoT solution. However, the nature of IoT platforms is quite
diverse. The value generation of IoT platforms for manufacturing companies
can range from very generic (e.g. generic cloud storage) to very specific (e.g.
remote update capabilities on the application level) services. Three fundamental IoT platform layers can be distinguished (Fig. 2): infrastructure-as-a-
service (IaaS), platform-as-a-service (PaaS) and software-as-a-service (SaaS).
Smart, connected products form the basis for every IoT solution (level 0).
The first IoT platform level corresponds to generic cloud services such as
cloud storage and computing (storage and computing can also take place on
the device itself ). This level is often referred to as the infrastructure level (level
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Fig. 2 New IoT technology stack and corresponding IoT platform levels, author’s own
illustration

1). The next level corresponds to IoT base services (level 2). Offered as PaaS,
these services range from the management of devices to the management of
data. Applications solving a concrete need for the end-user are built on top of
these two levels. The solution level (level 3) is typically very specific to one
industry or customer. This could be, for example, a SaaS solution specifically
developed for a manufacturer of cars (OEM) to remotely update its large fleet
of cars across the globe securely and reliably.
The importance of IoT platforms for developing ready-to-use IoT solutions
has led to a strategic buy-or-build question for manufacturing companies.
One can either build their own IoT platform or source a third-party platform.
Indeed, many large manufacturing companies have developed their own IoT
platform to be more independent of third-party providers. In addition, they
are also trying to establish themselves as a provider of an IoT platform. For
instance, Bosch launched its own IoT platform with the Bosch IoT Suite in
2013 as one of the first manufacturing companies, alongside General Electric
with Predix and Siemens with MindSphere. However, over the last years, many
IoT platforms have emerged (150+ and counting) creating a very diverse set
of IoT platforms (Graf et al. 2018; Hodapp et al. 2019). This diverse competitive landscape makes it increasingly difficult for a manufacturing company to
navigate through. Looking at today’s market, four main types of IoT platform
providers can be distinguished:
1. Companies with a background in manufacturing (e.g. Bosch, Hitachi).
2. Companies with a background in Product-Lifecycle Management software
(e.g. PTC, Siemens).
3. Companies with a pure software background (e.g. Software AG).
4. Hyper-scalers with a background in generic cloud services (e.g. AWS, Microsoft).
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Fig. 3

Bosch IoT Suite services on the PaaS level, Bosch.IO (2020b)

As part of the first group, the Bosch IoT Suite, operated by Bosch.IO, serves
as an IoT platform for Bosch internally and external customers. Bosch.IO is an
independent subsidiary that supports Bosch business units and external customers in their digitalization efforts by providing IoT (software) solutions,
such as the Bosch IoT Suite. Specifically, the Bosch IoT Suite focuses on scalable IoT services offered as PaaS, ranging from software for device connectivity and communication to device and data management (Fig. 3). As of today,
already more than ten million devices are connected on the basis of the Bosch
IoT Suite (Bosch.IO 2020a). On the infrastructure level, Bosch offers its own
cloud service but also enables hybrid cloud set-ups. Hybrid cloud set-ups
combine third-party cloud solutions (e.g. AWS or Microsoft Azure) with IoT
services provided by the Bosch IoT Suite. Also, industry- and customer-specific
use cases are developed. To distinguish itself from other IoT platform providers, the Bosch IoT Suite builds on three strategic pillars:
• Developing open-source software: Since early on, Bosch has been a member of the Eclipse IoT working group and has set up several open-source
projects. Today, the majority of the Bosch IoT Suite is based on open-source
software. The decision to provide an open-source IoT platform has several
advantages. A strong developer community can lead to better quality in the
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software benefiting both Bosch and its customers. It also provides speed and
cost advantages for Bosch as an IoT platform provider. At the same time,
Bosch customers remain independent (from one provider).
• Leveraging industry knowledge: With a long history as a manufacturing
company and supplier in various industries, Bosch.IO can build on the
strong domain know-how of the entire Bosch Group. This know-how (e.g.
in automotive and household appliances) benefits also customers of the
Bosch IoT Suite as Bosch.IO can develop applications tailored to the needs
of a well-known domain.
• Innovating on proven IoT solutions: The Bosch IoT Suite is used internally by the business units to connect and innovate their products. Today,
92% of all Bosch electronic product classes can be connected to the Internet
(Denner, 2020). Using the IoT platform internally to become a digital
manufacturer has provided Bosch.IO with a comprehensive set of proven
IoT solutions. These proven solutions are also offered to its customers
enabling them to ‘manufacture like a Bosch’.

4

 ix Core IoT Use Cases
S
for Manufacturing Companies

In the last years, IoT base services such as IoT device management have
become more and more a commodity. Hence, attractive use cases on the
application level—that go beyond the ‘cool’ factor—became the new source
of competitive advantage. In light of this development, we looked at success
stories at Bosch as well as its customers to identify the most attractive and
replicable IoT use cases across industries. In recognition of Bosch’s rich history
in manufacturing, we focused our analysis on those IoT use cases that provide
an added value for manufacturers of discrete products. Through our analysis,
we have derived six cross-domain (horizontal) IoT use cases which aim to
solve the following needs for a manufacturing company across domains
(Fig. 4):
(a) Manufacturers want to provide better products and services to their
customers.
(b) Manufacturers want to increase their customers’ productivity and
experience.
(c) Manufacturers want to continuously improve and innovate their
portfolio.
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Framework with six horizontal IoT use cases, author’s own illustration

The first two horizontal IoT use cases help manufacturing companies to
improve their products and services. This is primarily enabled by remote
access to their smart, connected products in the field.

4.1

Connected Engineering and Development

Description
Operational data of devices in the field such as information on device status, usage
or failures is used to define future product specifications. Rather than relying on
assumptions of how a product might be used in reality, actual field data provides
companies with a more accurate picture of the actual use of a particular product
in the field. This transparency helps companies to design and develop better products in the long run. For instance, by connecting car brakes to the Internet, Bosch
was able to measure the actual hydraulic load in a particular car model. This
unique insight enabled Bosch to use an existing braking system instead of modifying the system as recommended by existing validation models, which were only
based on assumed loads. The additional insights prevented Bosch from over-engineering the new generation of brakes. Furthermore, IoT field data and remote
access can be used to accelerate and improve product development and validation. Product innovations in the pipeline can be tested, validated and adapted
based on models fed with field data—instead of models only based on assumptions.

Business Value
The use case ‘connected engineering and development’ helps manufacturing
companies to reduce cost arising from over-specification of products. As companies typically design products based on a variety of assumptions, products often
end up being over-specified, i.e. with features that are not necessarily needed or
desired by the end-user. At the same time, this use case helps companies to avoid
unsatisfied customers due to under-specification of the respective products. Last
but not least, it can shorten time-to-market and development cycles, especially
in the validation phase of a new product in the pipeline.
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Remote Support and Predictive Maintenance

Description
While the first use case aims to use IoT technology at an early stage of the value
chain (i.e. in product design and development), the second IoT use case aims to
improve (after-sales) service. This is based on the condition that not only the
customer but also the manufacturer can monitor and access products in the field
remotely. This offers the manufacturer many opportunities to make its service
efforts more effective and efficient. Products can be monitored and inspected
remotely by the manufacturer without the need for an on-site presence. With
this, instant support for the customer can be provided if products or machines
fail. Also, service technicians can call up data on the condition of the equipment.
In this way, the service technicians are kept up to date on which components
need to be repaired or which spare parts are required. Furthermore, manufacturing companies can leverage data from the connected products enabling predictive or condition-based maintenance. Instead of repairing a machine, the goal
is to service a machine before a potential failure occurs. By analysing historic
product failures, patterns indicating a potential failure can be identified. For
instance, if analyses show that the temperature just before a machine failure has
always exceeded a certain threshold, this pattern can be used to foresee (or prevent) a future failure.

Business Value
The use case ‘remote support and predictive maintenance’ helps manufacturing
companies to avoid long-repair cycles and machine downtimes at the customer
site. This is particularly beneficial for the customer as downtimes typically have a
direct, negative financial impact on the customer’s business. At the same time,
this use case eliminates the cost of manual on-site inspections for the manufacturer, as the majority of the service work can be carried out remotely. In the long
run, it ensures cost-effective and preventive maintenance, from which both the
manufacturer and the customer can benefit greatly. The next category of horizontal IoT use cases aims to benefit the direct user of the machine or product.
The goal of both use cases is to create a better experience for the end-user and
increase the customer’s productivity.

4.3

Fleet Management and Optimization

Description
The first use case of this category provides value to the particular user group that
is not using a single device but managing an entire fleet of devices. This could
be, for example, a dispatcher in the context of logistics, who manages a fleet of
(continued)
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(continued)
trucks, or a manager in the context of a factory, who manages a fleet of machines.
By connecting an entire fleet of devices, fleet managers can remotely check the
status of the devices (e.g. location, health, usage) or benchmark the performance
of individual devices and machines. Typically, a dashboard or desktop application
is provided which enables intuitive use by the customer. The objective is to
enable simple monitoring of devices and machine states. This, in turn, enables
easy benchmarking across the fleet to identify best practices and well-/bad-performing machines. Typically, integrated into the existing IT systems, fleet managers can seamlessly order spare parts and consumables as part of this use case.

Business Value
With the use case ‘fleet management and optimization’, manufacturing companies can increase their customers’ productivity. It primarily increases transparency for the customer’s fleet manager. In particular, it allows fleet managers to
optimize the performance of individual devices or increase asset utilization
across the entire fleet as well as decrease administrative costs.

4.4

Connected Consumer/Operator Experience

Description
The second use case of this category provides value to the individual user of a
product or machine. In a B2C context, this could be a homeowner, but in a B2B
context, this can also be a machine operator on the shop floor. The objective for
a manufacturer is to complement the smart, connected products with a digital
experience for the end-user. In comparison to use case 3, this use case is about
the individual device and not a fleet of devices. Moreover, the focus is not on a
central fleet manager but on a local operator. This is why this use case typically
includes a user interface with functionality to monitor and control single devices
(e.g. kitchen appliances, lighting or sound in the smart home). Thereby, consumers (B2C), as well as operators (B2B), are being empowered to optimize their
device usage and they profit from increased convenience. This can be supported
by offering data-driven advice or a remote assistant (see IoT use case 2). For
instance, Daimler offers a smartphone application that is connected with the car.
With the app, users can remotely review the status of the car (e.g. location,
driven mileage, petrol left, warranty) and perform both simple actions like closing or opening the car and more complex actions such as remote car parking via
the smartphone (Mercedes 2020).
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Business Value
With the use case ‘connected customer/operator experience’, manufacturing
companies can open up new revenue streams or secure the existing ones. Given
the increasing demand for digital product experiences, this use case ensures that
consumer expectations are met and enables manufacturing companies to stay
competitive. Also, it helps consumers and operators to become more efficient
and productive in their product usage.
The third category of horizontal IoT use cases aims at improving and innovating a company’s product portfolio—both the products that are currently in the
field and the new product generation that is still under development.

4.5

Proactive Quality Management

Description
Without the use of IoT, manufacturing companies have to collect information
on individual product failures or warranty issues from their distributors or
repair shops. This is a very costly approach and relevant information can get
easily lost in the long process of consolidation. Due to device connectivity,
manufacturing companies can now collect this same data remotely and investigate product problems much faster and more reliably. This allows for a much
better problem and quality management (Quality 4.0). The objective is to identify potential, systematic problems across the entire value chain, from sourcing,
design, to manufacturing and sales. By automatically collecting failure information from connected devices in the field, the manufacturing company can
respond to systematic failures and possibly find the root cause in the value
chain much earlier. This, in turn, allows for fast adjustments of the product
specification and early customer communication (e.g. to prevent dissatisfied
customers and public recalls). In the long run, it can also help set up servicelevel agreements between customer and manufacturer without the need for a
middleman.

Business Value
The use case ‘proactive quality management’ can significantly increase customer
satisfaction. By detecting systematic problems earlier than before, potential
recalls including penalties as well as warranty costs can be avoided. In the long
run, this helps to increase the quality of the products across the entire value chain.
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Continuous Product Updates and New Features

Description
Originally, to be updated, products had to be brought into a dealership which
was a cumbersome and lengthy process for the customer. Due to device connectivity, manufacturers can now remotely update embedded firm and software of
devices in the field (and even while being in use by the customer). Besides updating the existing firm and software, this also allows manufacturing companies to
remotely upload new applications or functionalities to a device. This ‘smartphone-like’ approach becomes more and more important for traditional product
manufacturers. For example, the Bosch IoT Suite enables Daimler to remotely
update the firmware of roughly four million Mercedes cars worldwide (Bosch.IO
n.d.). Via the cellular network, the infotainment system (e.g. navigation maps) or
even security and safety-relevant components of the cars can be updated ensuring consistent customer experience. In turn, this means that car owners no longer have to visit their car dealer to receive an update for their car.

Business Value
With the use case ‘continuous product updates and new features’, manufacturing companies can sustain (and even increase) the product lifetime and value for
the customer. It can assure device security by updating to the newest software
and even increase revenue by adding new functionalities after the product has
been sold to the customer. In addition, updating products and devices that are
already deployed in the field is often considered the foundation for many of the
other mentioned IoT use cases. As part of remote services, it can support managing product failure as the firmware can be updated to fix a bug. Overall, this
horizontal IoT use case can lead to new revenue opportunities for the manufacturer while increasing customer satisfaction at the same time.

5

Managerial Implications

The six IoT use cases have showcased the great potential for manufacturing
companies across domains. By leveraging IoT, manufacturing companies can
make their products and services better, increase customers’ productivity and
innovate their product portfolio in the long run. Many recent studies, however, also suggest that most IoT projects and initiative still fail. We, therefore,
want to highlight seven takeaways for manufacturing companies that want to
embark on an IoT journey:
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1. Systematically assess your IoT opportunities: In a first step, screen your
own as well as adjacent industries for successful IoT solutions and identify
the most important trends. Companies often focus too much on their own
industry while overlooking competitors from adjacent markets building
cross-industry IoT solutions. Understanding the potential of IoT for your
business also requires you to look closely at your own hardware portfolio.
Based on this internal and external analysis, evaluate systematically the
chances and risks for your IoT endeavour.
2. Define your own role and think about partnerships: Doing IoT alone
becomes increasingly difficult due to the complex technology stack needed.
In fact, most IoT solutions require close collaboration among several companies. It is therefore important for you to define early on what role you
want to play in this ecosystem. Based on this, analyse what you can develop
in-house, where you need a supplier and where you want to strategically
partner up with other leading companies (e.g. IoT cloud or software
providers).
3. Stay true to your core: Most companies follow mainstream and focus on
‘catchy’ IoT use cases that are heavily discussed in news or marketing.
Because they are hyped, they initially seem promising, but often do not
end up as successful as expected. Manufacturing companies should always
start by selecting those IoT use cases that are close to their core business.
In addition, they should focus on proven IoT use cases that have the
potential to generate short-term profits.
4. Customer value first, technology second: Many IoT products result in
low adoption when the manufacturing companies focus on technology
improvements instead of building compelling use cases for their customers. Therefore, start with addressing a concrete customer or business problem. Only then think about how the use of IoT technology can help to
solve this problem. Our set of six horizontal IoT use cases can help to
embrace such use-case focus.
5. Have a holistic IoT strategy in mind but prioritize: Despite the potential, don’t try to boil the ocean with a large number of IoT use cases. It is
important to focus only on a few, selected IoT use cases, in the beginning,
to build up momentum and scale. Nevertheless, to become an IoT company, in the long run, you need to transform your entire business and
build up IoT-specific capabilities. In the end, designing and manufacturing pure physical products differs significantly from developing software
and IoT-enabled products.
6. Start small with a prototype: Building a successful IoT solution comes
with many challenges, from simply connecting the devices, managing them
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to monetizing them. Therefore, every IoT endeavour should start with a
prototype to validate an idea and to not get lost in potentially unscalable
ideas. This is especially true for traditional product companies that are new
to agile product development.
7. Develop a long-term roadmap: Oftentimes, companies invest a lot into
their digitization efforts (e.g. IoT) but their expectations do not meet their
actual returns (Wortmann et al. 2019). This digitalization paradox needs to
be kept in mind when dealing with stakeholders. Once kicking off your
IoT journey, it is important to develop a set of relevant KPIs (beyond return
on investment). In the beginning, the adoption and number of connected
devices can serve as good proxies for tracking and managing success. In
addition, a long-term strategy for the monetization of the IoT products
and services needs to be outlined already at the very beginning.
Lessons Learned for the IoT Journey
––
––
––
––
––
––
––

Systematically assess your IoT opportunities.
Define your own role and think about partnerships.
Stay true to your core.
Customer value first, technology second.
Have a holistic IoT strategy in mind but prioritize.
Start small with a prototype.
Develop a long-term roadmap.
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