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Low-Cost RFID Systems: Confronting Security and Privacy

Abstract

In the implementation of Radio Frequency Identification (RFID)
systems concerns have been raised regarding information security
and violations of end-user privacy. There is a large collection of
literature available on efficient and inexpensive cryptographic
engines, but they are still extravagant solutions for low cost RFID
systems. Security and privacy provided by low cost RFID is both
directly and indirectly limited by a number of factors that are
unique to low cost RFID. This paper examines security and privacy
issues regarding RFID and presents the challenges that arise in
view of the unique environment presented by low cost RFID systems.

)

AUTO-ID LABS
I

A. Brief Overview

This paper focuses on examining and illuminating the problems
encountered in providing low cost solutions to ensure security and
privacy for low cost RFID systems.

The RFID systems consist of three primary components:
=» RFID labels (transponder)

=» RFID label readers or interrogators (transceiver)

=» Application systems.

Interactions of these components are outlined in Figure 1.

D / CLOCK >

[ 1 |

Transceiver

Transponder
(Reader)

Application Systems

Tuned Antennas

Fig. 1: A high level illustration of RFID component interactions.

Generally, an RFID label consists of a small microchip with some
data storage and limited logical functionality, and an antenna. The
antenna allows the label to couple to an electromagnetic (EM) field
to obtain power or to communicate with the reader or to do both.
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RFID labels can be distinguished based on their frequency of
operation (HF or UHF), or on powering techniques (active, passive,
or semi-passive). Passive labels have no power source of their
own and therefore must rely on the EM field created by a reader.
Passive labels normally communicate information to a reader by
modulating the reader’s RF signal (load modulation or backscat-
ter). Hence, these labels fall on to the low cost end of the RFID
labels.

The data stored on the label may contain an Electronic Product
Code (EPC) [1,2], which is a unique item identification code. An EPC
typically contains information that identifies the manufacturer, the
type of item and the serial number of the item. This information is
also referred to as a label ID. As identified in table 1 below, there
are four fields in the Electronic Product Code. They are, in order,

a header, defining the variety of EPC among a number of possible

structures; a domain manager number (effectively a manufacturer
number); an object class (equivalent to a product number); and a

serial number.

EPC Type Header |First |Domain |Object |[Serial Total
Size Bits |Manager |Class Number

256 bit 8
96 bit 8 00 28 24 36 96
64 bit 2 01 21 17 24 64
typel
64 bit 2 10 15 13 34 64
typell
64 bit 2 11 26 13 23 64
typelll

Table 2: Description of ECS types (recreated from [1])

The readers communicate with the labels using a radiofrequency
interface. Either a strong energy storage field near the reader
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antenna, or radiating EM waves, establishes the RF interface.
Communication between a reader and a label process may involve
interrogating the label to obtain data, writing data to the label or
beaming commands to the label so as to affect its behaviour. The
readers consist of their own source of power, processing capability
and an antenna. The readers are generally connected to a back end
database (as outlined in Figure 1).

The application systems are used to collect data aggregated
through readers and the electronic database software uses the
data for various purposes. A comprehensive treatment of RFID
systems is covered in [1].

B. Low Cost RFID

The current cost of a gate of silicon logic is about one thousandth
of a cent [3]. Today, the cheapest RFID labels are passive and cost
around 20 US cents [26], in quantities greater than one million.
Presently these low cost RFID chips occupy about 0.16(mm)? to
0.25(mm)?[4] of silicon.

Among the hierarchy of RFID labels, the AutoID Centre, now
AutolD Labs [5] proposed a Class hierarchy for RFID labels (Figure
2). Class 1 and Il represent the low cost end of RFID labels. Class 1
labels have only a read only memory while Class Il labels may have
some read-write memory. The following sections provide a brief
overview of low cost RFID label manufacturing costs, which places
a significant constraint on an implementation of a security mecha-
nism.

C. Manufacturing Costs

There are a number of key stages involved in the manufacture of
RFID labels after the design of the IC. An outline of the stages is
given in Figure 3. Currently the labels falling into the Class | cat-
egory consist of ICs that costs about 10 US cents [4], the
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antenna manufacture to the assembly stage costs around 5 US

cents [6], [3] and packaging costs are around 10 US cents [3]. Pres-

ently 10 US cents RFID read only chips have design sizes ranging
from 0.16(mm)2[7] to 0.25(mm)? [6]. However these costs will be
dramatically reduced by large RFID label orders.

Class V
Includes all the interrogators.

Class IV
Autonomous relaying RFID labels.

Class lll
Labels with battery support for longer range.

Class I
EPC labels with additional functionality.

Class 0/Classl
Simple EPC read-only labels.

Fig. 2: RFID Class hierarchy

Further improvements to IC manufacturing processes will also
bring the cost of the microcircuit even lower. This invariably in-
volves producing more microcircuits per silicon wafer. An instance
of such an advancement is a process called wet etching [3]. This
process allows the silicon wafer yield to increase by around 10
fold.
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IC MANUFACTURE ANTENNA ASSEMBLY

ANTENNA AND IC ASSEMBLY

Positioning the IC and connecting the antenna terminals to the IC

PACKAGING
The IC and the antenna is placed on a substrate and then
converted to a package

Fig. 3 RFID Label Manufacture

D. IC Components

An RFID microcircuit can be, as discussed below, subdivided into
three primary sections: memory, power and label logic circuitry.
Current fabrications of Class | labels consist of around 1000 to
4000 logic gates [2] while Class Il labels may have several thou-
sand more gates.

Memory: The IC has memory capacity in the order of one or more
hundreds of bits. Class 1 labels have read only or write once and
read many times memory, while class Il labels may have some
read-write memory.

Logic: The logic on board the chip will define the label functional-
ity. Primarily, chip logic will execute reader commands and imple-
ment an anti-collision scheme that allows the reading of multiple

labels by a reader. These logic circuits are highly specialised and

optimised for their tasks.

Power: Passive RFID chips consist of a rectifier and a storage
capacitor, which is used to store and power the circuit in the
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absence of a battery. It is important to note here that the capaci-
tor occupies a relatively large portion of the silicon area, and RFID
chips consuming larger amounts of power will need higher capacity
capacitors and thus will cost more. When all practical consider-
ations are taken into account, present RFID chips require about 150
microwatts of power to operate. Thus, the power consumption of
an encryption engine is an important consideration.

E. Frequencies and Regulations

Regulatory bodies around the world govern the operating fre-
quency, radiated power, and bandwidth used for various purposes
in different regions of the world. Most RFID systems operate in the
Industrial, Scientific and Medical (ISM) bands designated by the
ITU [27]. The most commonly used High Frequency (HF) ISM band
in Europe and America is centred at 13.56 MHz and the UHF band in
the US is 902-928MHz [8,9].

Each frequency band provides its own set of advantages and
disadvantages. The 13.56 MHz band has a 14KHz powering band-
width while signalling occupies a greater bandwidth but is imple-
mented by shallow and infrequent reader modulations, producing
low amplitude sidebands. For this band typical reading ranges of
RFID labels are around 30cm to 50 cm because they operate in the
near field [1].

The 902-928 MHz band, under US regulations, allows multiple
reader to label communication choices. The regulations allowing
the longest communication range require the reader to change
its communication frequency every 400 milliseconds. The reader
may hop between a stipulated numbers of channels, however the
maximum bandwidth of a channel cannot exceed 500 kHz [9]. The
technique is referred to as frequency hopping. Because they oper-
ate in the far field, because a radiated power of 4W is allowed and
because antenna impedances are suitable for matching to the IC
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circuits, passive UHF RFID labels have reading distances of around
3m to 5m.

It is important to understand the factors contributing to low
RFID costs and the limitations placed on these low cost labels be-
fore considering the subject of security and privacy. The following
sections will consider security and privacy issues that arise from
mass utilization of RFID labels and the challenges that are unique
to alleviating those concerns.

RFID systems, similar to other wireless technology, display a num-
ber of security and privacy risks to users; both the consumers and
the manufactures. The following sections take a closer look at the
security and privacy threats created by the use of RFID systems.

A. Security and privacy risks

It is important to define the term ‘security’ and ‘privacy’ in the
context of RFID. In terms of RFID, security refers to one or a combi-
nation of the following:

=» ‘Confidentiality’ or message content security

=» Integrity of message content

=» Authentication of the Sender and Recipient

=» Non-repudiation by the Sender and Recipient, and

=» Availability [10].

It is important to note that privacy is a multi dimensional issue
involving many areas such as policies, security and law enforce-
ment agencies. A guide to defining privacy can be found in [11].

A criteria for evaluating a RFID system’s privacy implies providing



Low-Cost RFID Systems: Confronting Security and Privacy

=» anonymity, and
=» and unlinkability.

While RFID technology provides numerous benefits, RFID systems
generate new risks. Primarily, the communication between the la-
bels and the readers is exposed to eavesdropping and traffic anal-
ysis. Thus, an RFID system is constantly under threat from man in
the middle attacks, whereby a third party may monitor a conversa-
tion between a label and a reader to obtain sensitive information.
Illicitly obtained information in this manner may be used to create
fake labels, unauthorised readers, or used to discover secret infor-
mation stored on labels (such as an authentication code).

There is presently no mechanism for a reader to authenticate
itself to a label or a label to authenticate itself to a reader. Thus la-
bels and readers are constantly in an un-trusted environment that
lacks confidentiality and the integrity of the messages is doubtful,
there are no means for establishing nonrepudiation by the readers
or the RFID labels.

In addition, the labels themselves are exposed to physical at-
tacks. An adversary may simply use physical attacks to reverse
engineer labels to create fake labels for spoofing (see below) or
creating many labels to initiate a DOS (denial of service) attack
[12], thus raising concerns regarding availability.

Spoofing (imitating the behaviour of a genuine label) presents
a serious threat to an RFID system. Spoofing will add a new dimen-
sion to thieving. A thief may replace a valid item with a fake label
or replace the label of an expensive item with that of a fake label
with data obtained from a cheaper item. Thus the lack of a means
for authentication allows an adversary to fool a security system
into perceiving that the item is still present or this may fool auto-
mated checkout counters into charging for a cheaper item. Fake
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labels may also be used to create imitation items. Thus it is impor-
tant to be able to authenticate labels to establish their legitimacy.

An adversary may initiate a DOS attack to bypass or avoid
security systems. A DOS attack is easily carried out by placing a
large number of fake labels for identification by a reader. Persons
may also have the ability to disrupt an RFID system implementa-
tion by destroying or corrupting a large batch of labels. Labels are
also vulnerable to protocol attacks. Hence, labels may be repeat-
edly asked to perform an operation, thus making them unavailable
to an authorised reader. Labels clearly need to be able to defend
against such simple brute force attacks as this raises concerns
regarding system availability.

Another avenue for attacking an RFID security mechanism might
be a physical attack on an RFID label or a reader to discover the
label ID. Thus, providing an adversary with adequate information
to perhaps, create imitation goods of expensive items in large
quantities.

There is also a clear possibility for unauthorised interrogators
to read label contents from unprotected RFID labels due the lack
of a mechanism for authentication. Unauthorised readers may be
used to violate “anonymity” or “location privacy” by accessing
labels with no access control [12]. Even if labels are protected,

a traffic analysis attack (or using predictable label responses)
may be used. Hence an individual with a number of labelled items
may be scanned by a third party to either identify the individual
or reveal his or her location or provide valuable data to market
researchers or thieves in search of wealthy victims. Similarly,
competitors of an organization (such as a rival supermarket) may
over time scan another organizations inventory labelled with RFID
labels over time or eavesdrop on the organization’s own valid
operations to obtain valuable information, such as sales data, to
ascertain the performance of its competitors [13].
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A further privacy concern resulting from RFID labelled items car-
ried by an individual is posed by the possibility of tracking, albeit
with technical difficulty, individuals (violation of “unlinkability”).
Correlating data from readers obtained from multiple locations can
reveal the movement, social interactions or financial transactions
of an individual. Even if a security protection is applied to the data
on a RFID label, individuals may be tracked through a “constel-
lation” of predictable label responses. Hence, a person’s unique
taste in items may betray their location, movements, or identity.

Privacy issues generated by RFID are also partially a policy
issue as the mechanisms used to ensure security and privacy
are most effective when implemented in conjunction with a well-
formed policy. However, there are already existing privacy polices
that can be applied directly in the context of RFID [21]. They may
however need to be clarified, refined or amended to make them
more suitable to RFID Systems. An example of such a public policy
formulation is the “Bill of Rights” [20]

Major issues that must be dealt with in policy formulation are
those generated by

=>» Unique Identification of all label items

=>» Collection of information (who collects, how do you use it,
ownership of that information)

=» Dissemination of that information, and

=» Mass utilization of RFID technology.

It is important to note that existing barcode systems have many
of the same risks; they can be read by a simple bar code reader,
can be destroyed easily, and can be spoofed, however they do not
have the potential for these operations to be performed wirelessly
and apparently unobtrusively on an immense scale.
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B. Challenges to RFID Security and Privacy

There are many challenges to providing security and privacy for
low cost RFID systems (Table 2). These difficulties are a result of
the nature of electromagnetic waves and the constraints placed
upon RFID systems.

Challenge Description

Cost Storage limitation. Silicon area

Regulations Radiated power, frequency of operations, available
bandwidth

Power Power consumption of the label IC circuit, power

consumption
Performance
Power disruptions

required to operate EPROM.
L abel performance and system performance goals.
Sudden loss of power

Table 2: An outline of challenges faced by low cost rfid

The primary challenge lies in the scarcity of resources on an RFID
IC. Low cost labels are not self-powered and only consist of a frac-
tion of the gates available on smart cards. Cryptographic systems
and protocols need to fit into a label footprint without dramati-
cally increasing the cost of a label. The number of gates available
for a security mechanism is in the range of 400-4000 gates.

Security mechanisms and communication protocols need to be
carefully designed to avoid leaving the label in a vulnerable state
during sudden loss of power or interruptions to communications.
It is also important for security mechanisms to take into account
the more powerful signal strength of the forward channel (reader
to label transmissions) which can be detected hundreds of meters
away compared to the tag to reader communication channel which
can be received from no greater than 2o0m using highly sensitive
receivers.

EM regulations pose restrictions on the isotropic radiated pow-
er at stated distances. This implies that there is a maximum limit
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on the power available at a given label distance from a transmitter.
Thus, passive labels with size limited by a particular label class or
an application are receiving power from a stated power flow per
unit area. The power available to the label is one factor contributing
to the determination of the type of security scheme and the crypto-
graphic hardware used in a label. Cryptographic hardware consum-
ing considerable power (in the range of tens of microwatts) will
severely diminish the label reading distances and degrade the per-
formance of the whole RFID system implementation. Furthermore, a
security mechanism employing a memory write will have to account
for the additional power required to operate a labels E?PROM.

UHF regulations for frequency hopping specify a maximum time
limit on the use of a frequency channel. This regulation places a
severe limitation on a label’s transaction time as a label cannot be
assumed to be in continuous communications across a frequency
hop. This results in a limitation on the time allowed for a transac-
tion between a label and a reader to 400 milliseconds in the US.
This is a requirement that must be adhered to in the design of
security and privacy mechanisms. Furthermore, user performance
requirements establish a time limitation on a label operation since
at least 100-300 labels must be read per second.

Security and privacy issues concerning RFID are solvable using a
set of security mechanisms. A security mechanism is a collective
term used to refer to a combination of cryptographic primitives
and protocols used to provide security. Hence, it is appropriate
to consider the subject of cryptography to examine the range of
cryptographic tools available for RFID applications.
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A. Cryptographic primitives

Cryptography is an ancient art that has been used throughout the
human evolution to provide security and to protect the privacy of
individuals or organisations. Providing security and privacy for
RFID systems will inevitably involve using some cryptographic
primitives already in existence or newly defined along with suit-
able protocols that take into account the unique nature of RFID
systems.

There are numerous cryptographic systems. All of these sys-
tems (with the exception of few, such as one-time pads) are based
on some mathematically hard problem and the level of security
provided by the system will depend on the difficulty of the math-
ematical problem.

Hash Functions

— Primitives with

. One way Permutations
out using keys

Random sequences

Stream Ciphers

Symmetric Key Cipher [
4 ! yep Block Ciphers

/

Hash Functions
Sgcynty Symmgmc Key Signatures
Primitives Primitives

[ Pseudorandom Numbers

Identification Primitives

Public Key Ciphers

Signatures

\  Asymmetric
/| Key Primitives —|/

Identification Primitives

Fig. 4: Classification of cryptographic tools (diagram recreated from [17])



Low-Cost RFID Systems: Confronting Security and Privacy

It is important to define the difficulty of a problem before the level
of security provided by a cryptographic system can be discussed.
A mathematical problem is said to be difficult if the time it takes to
solve the problem is immense compared to the size of the inputs to
the problem. Modern cryptographic systems are based on math-
ematical problems where the fastest known algorithm takes ex-
ponential time to find a solution. This implies that the time taken
to solve the problem increases exponentially as the size of the
inputs to the problem increases linearly. Thus the level of secu-
rity provided by a cryptosystem is often expressed in the number
of operation required to break the cryptosystem and the level of
security provided by a cipher should compliment the commercial
value of the information protected by the cryptographic system.
Figure 4 gives a classification of a broad range of cryptographic
primitives. A more complete description of these primitives can be
found in [28].

B. Level of Security

Many cryptographic systems have been broken because of in-
creased computational resources, development of faster and
better algorithms or problems being proved to be easier than when
they were first conceived. This is the reality of any cryptographic
system. However, the concerning issue is not that the system will
eventually be broken, but the range of possible attacks on a secu-
rity mechanism to breach security.

Most attacks on wireless security schemes range from session
hijacking, replay attacks, fault inductions and man in the middle
attacks. Other forms of attacks on possible RFID security systems
can be gleaned by considering smart card operations. An analysis
of smart card operation in hostile environments is presented in [14].
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As has been mentioned in Section 2 physical attacks are still
possible with protected labels, however, the ability to gain useful
information from a protected label is a much more difficult prob-
lem. A physical attack on an RFID label or a reader may yield an
adversary secret information providing security to an RFID system.
A complete overview of possible physical attacks and countermea-
sures are outlined in [16] while specific lower cost physical attacks
are presented in [15].

In addition to the possible attacks mentioned above, there will
be specific attacks on the cryptosystem employed by the security
mechanism. These attacks are a result of certain weaknesses in
the cryptographic scheme or due to certain flaws that may have
entered into the protocol employed in the security mechanism.

Security and privacy issues concerning RFID are solvable using

a set of security mechanisms. However, most of the plethora of
available security primitives are too costly to be implemented on
an RFID chip with around 4000 gates. For instance, private key
cryptosystems such as AES are not suitable, since a commercial
implementation of AES typically requires 20,00-30,000 gates

[17, 28]. This is far more than the number of gates on an entire low
cost label. However the SHA-1 specified by the US Department

of Commerce is a possible candidate for an encryption rule but
hardware implementations of SHA-1 are also currently too costly to
meet the cost budget of low cost RFID labels [12]. Nevertheless, it
may be possible to create new hash functions by using existing or
new private key cryptosystems.
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There have been a number of security schemes outlined in

[12and 18]. Aproposed scheme for controllingaccesstoalabeluses
the difficulty of inverting a one-way hash function [12]. This mech-
anism can prevent unauthorised readers from reading labels [4].

The primary flaw in this approach lies in the fact that a success-
ful discovery of a MetalD and a label ID pair will allow an adver-
sary to engage in spoofing. The hash locking method requires the
implementation of a suitable hash function and the appropriate
logic to implement the details of a communication protocol. The
greatest challenge lies in the successful implementation of a hard-
ware efficient hash algorithm on the label IC. Since any reader can
obtain the MetalDs from labels, this scheme does not solve the
problem of location privacy violations. The scheme is also suscep-
tible to man in the middle attacks since an adversary can query a
label, obtain its MetalD, retransmit the value to a reader, and later
unlock the label with the reader response.

Randomised access control is another variation of the above
scheme described in [4] but with similar flaws and difficulties. It is
also not known whether keyed pseudorandom number functions
required to implement the scheme are a more efficient hardware
implementation than a symmetric key encryption such as a hash
function. The hardware complexity of keyed pseudorandom num-
ber functions is still an active area of research [16].

The theory of Cellular Automata (CA) [18] developed by Wolfram
has been used do develop a number of different cryptographic
systems. Cellular Hash (CH) [19] is one such outcome and there
is a rich variety of inexpensive encryption mechanism developed
based on the chaotic nature of CA system [22,24,26]. CA may be
built out of a feedback shift register and a single pair of gates.
Thus they provide a compact solution for low cost RFID. In addi-
tion, CA based hashes scale well as the size of the hash digest
increases but CA hashes require many parallel calculations and
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thus they may impose considerable demands on a tag’s available
power. However it is possible to perform CA operation in series but
that will be at the expense of RFID system performance.

The CA cryptosystem encountered in CAC by Subhayan Sen [22]
presents a rather involved cryptosystem. However the estimated
size of the un-optimized pre-layout area is about 4.25mm?, which
is far bigger than a typical RFID silicon design, which is about
o.25mm?. Even if optimisation halves the design, it is still too
extravagant for a low cost RFID chip. However, improvements and
a scaling down of the design may be possible since the analysed
design was for a 128 bit key. Nevertheless most CA based crypto-
systems have been shown to be vulnerable to differential crypt-
analysis or have been shown to form an affine group [23].

Use of non linear feed back shift (NLFSR) registers to design
a hash by using a complicated feed back function is a possibility
since a shift register implementation does not require complex
hardware. However an important consideration should be whether
the additional cost of a NLFSR provides an adequate security [28].

An important consideration that is often overlooked is the abil-
ity for a cryptographic system to use a piece of hardware repeat-
edly to result in a more secure encryption engine. Most modern
UHF RFID chips use on board oscillators with frequencies over 1
MHz. Thus within the operation trimming constraints imposed as a
result of US regulations, will allow a tag to expend around 400,000
clock cycles during a 400 millisecond period. Thus, it may be pos-
sible to redesign hardware for existing cryptographic primitives to
exploit this unique scenario. However, this will be at the compro-
mise of tag reading speeds.

Despite the resource limitations of an RFID label, it will be able
to become a party to computationally intensive security system
provided that the designer is able to transfer the demanding bulk
of the computations to a backend system, such as the reader itself,
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or a backend network of computers which may act as a proxy to

the security mechanism. In essence it is a transfer of complexity
out of the chip onto a shared resource with greater capability to
execute the task.

The RFID community, in its efforts towards standardization, has
produced a list of end user requirements outlined in the following
sections for Class | and Il labels. One aim of that list has been to
address the privacy and security risks posed by Class | EPC labels.
The security requirements are an appropriate guideline for con-
sidering the level of security and privacy that can be expected and
required from a Class | RFID label.

A. Security requirements for a Class | label

Class I labels should provide a “Kill” capability, so that consumers
have the choice of completely disabling an RFID label at the time
an RFID labelled item is purchased. This process will eliminate
privacy concerns of “anonymity” and “unlinkability”. It is being
suggested that a password be used to restrict access to the kill
command by unauthorised readers.

Class I labels should also have the ability to lock EPC data so
as to provide one-time, permanent lock of EPC data on the label,
so that EPC data cannot be changed by an unauthorised interro-
gator once it has been written. Interrogators are also prevented
from transmitting complete EPC data except when data needs to
be written to an RFID label so that the EPC information may not be
eavesdropped upon from a distance without being discovered.
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B. Additional security requirements for Class Il labels

Other requirements were identified as necessary for higher class
labels since these labels will have greater functionality and thus
more hardware. These requirements are aimed at providing a se-
cure forward link for communication with an RFID label. These la-
bels should also have the ability to mask label reads while an RFID
labelled product is in transit (transport between two locations).
The ability to read, write or kill would not be enabled on a masked
label unless a predetermined password or another method is used
to confirm to the label that an authorised reader is performing the
unmasking.

Perfect Secrecy is only a mathematical concept; in reality, there
will always be a human element that is difficult to quantify into
any mathematical formulation. Thus, it is practically impossible
to have a perfectly secure system. Once this is understood then

it is possible to move onto addressing security and privacy is-
sues shadowing RFID. The paper has identified a lot of security
and privacy risks to RFID systems and has discussed many of

the methods used for security and privacy in non-RFID contexts.
Most of these however, are too area or power hungry to fit well
within the limitations of RFID systems and many of the encryption
hardware available is for smart card technology. Even though the
solutions can be applied directly to RFID, the main obstacle is that
smart card processors are much more powerful than a typical RFID
label consisting of only 200-4000 gates [4]. Thus, the solutions are
not portable to an RFID platform if we expect the cost of the secure
labels to remain below the 5o cents mark.
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It is evident that RFID privacy and secrity are challenging areas of
research. There are a number of specific areas of research which
will greatly benefit RFID security and privacy and the outcome of
this research will be the wide spread adoption of this technology.

=» Cost effective and efficient hardware implementations of

symmetric or asymmetric cryptosystems. This may involve find-

ing ways to optimise and improve on the existing cryptographic
systems for cost effective and efficient hardware implementa-
tion, taking into consideration the specialised nature of low
cost RFID-labels.

=» Development of new hardware efficient cryptosystems suit-
able for low cost RFID systems. This may involve the develop-
ment of hardware efficient hash functions, symmetric and
asymmetric encryption, MACs and random and pseudorandom
number generators.

=» The need to develop protocols with the flexibility to incorpo-
rate different cryptographic primitives, security measures and
safeguards to prevent rendering labels vulnerable during sud-
den communication interruptions.

=» Improve and optimise coupling between readers and labels.
This may involve developing new concepts for formulating cou-
pling between antennas, new antenna design, and analysis so
that the available source power to the IC is maximised.

It is important to recognize that the resource limitation of low
cost labels suggests that simplicity of small one time pads, which
involve one or more small shared secrets between a label and an
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interrogator, and relatively simple chip implementations should
also be considered and must not be discounted. Some of the con-
cerns arising from privacy and security may also be removed by
shielded electromagnetic communications between the label and
the reader system.

It is important to note that the level of security and privacy will
depend on the application. It is evident that there is no universal
solution but a collection of solutions suited to different applica-
tions. This is addressed within the class hierarchy. There are
unique opportunities within the Auto-ID Centre class hierarchy to
develop various schemes for meeting the security and privacy lev-
els expected by labels belonging to their respective classes. This
opens the gate to a vast number of research avenues that could be
pursued in regards to providing both security and privacy to low
cost RFID systems.

It must be realised that security will come in many flavours and
strength, but low cost will imply that we find mechanisms that are
‘good enough’ and are deterrents than mechanism that are hard
to crack. Proposals for implementations of these concepts are
outlined in a separate paper.

Most issues concerning privacy are public policy issues how-
ever; those that arise from “unlinkablity” and “anonymity” are
solvable using a combination of security mechanism and public
policy.
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