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Product authentication is needed in anti-counterfeiting to distinguish genuine products from
counterfeit ones. In spite of the current availability of sophisticated techniques and solution
concepts for product authentication, secure authentication of different kinds of physical
products remains an unsolved problem in practice. This paper presents a systematic
overview of product authentication techniques. Our goal is to identify and analyze
fundamental approaches for product authentication, investigate the available and emerging
technologies and to evaluate them. The results are used to derive a set of decision variables,
or constraints, that need to be taken into consideration when choosing which approach is
most suitable to authenticate a given product.

The increasing complexity and dynamics of global markets offer enormous possibilities for
counterfeiting, grey marketing, and tampering of branded and high-valued goods. Basically
all areas are affected by this development, including the pharmaceutical, aircraft, automobile,
tools, and luxury goods industries. Besides the economic damage, often the security of
consumers and patients are at risk. High profits and low risks for such wrongdoing are
countered by jurisdictional, educational, and technical means. Obviously, the high demand
for faked goods results in a large supply, against which these measures are mostly
ineffective. However, in many cases ensuring the quality of goods is of critical importance.

In this paper, we discuss the fundamental properties of techniques for product authentication.
A large number of products and services are being offered today, including widely used
security marks like holograms as well as emerging authentication approaches that are based
on innovative technologies such as Radio-Frequency |Dentification (RFID). A classification
and systematic evaluation of these authentication approaches is largely lacking. We
therefore evaluate the basic principles for product security, their incarnations in certain
technical implementations, and their suitability in different application areas.

Authentication is recognized as one of the general security services together with
confidentiality, integrity, non-repudiation, and availability. Authentication of physical and
logical entities is crucial for the security of various systems, from ATMs to e-mails, and thus
well established in the domain of system and network security [8], as well as biometrics.
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Authentication of physical products, however, is only scarcely addressed within the scientific
community and the domain is dominated by commercial solution providers. Scientific
literature in the domain of radio-frequency identification (RFID), however, does address
product authentication [10], [23], but does not address general approaches. [24] describes
general approaches to object authentication, claiming that authentication can be based on
something an object knows, something it has, or something it is, but also on something an
object does or based on where it is. [12] touches briefly on the differences between
traditional authentication approaches and trace-based systems.

In this section we identify and discuss distinct approaches and technologies for product
authentication, based on the state of the art.

The identity of a physical object is uniquely determined by a set of distinctive properties. It
may not be possible to, at any given time, conclusively determine the current “value” of such
properties, which may be due to the unavailability of the right tools. As an example, consider
two “identically” produced bottles of wine. With the naked eye, it may not be possible to
reliably distinguish them, but it is inevitable that there are small differences between them,
such as the amount of wine, the shape of the bottles, and the structure of the paper from
which the labels are made. These differences can all be spotted if the right tools are
available.

When a product is to be authenticated based on its natural properties, the first step is to look
for common features of genuine products. We assume that an expert who knows the original
product or has access to its specification can identify most fake products this way.
Consumers and other non-trained persons can be offered photographs of the distinctive
properties of genuine products in order to enable them to spot counterfeits. If the product
passes this first test, then one can verify if it has the security features that genuine products
must be equipped with, or go through laboratory tests to make the decisions more reliable. If
the product does not have the required security features, it is definitely not genuine. In some
rare cases, for example for some accurate imitations of brake-pads, the only way to verify
their authenticity is to really use the product and see if it sustains stress as an original, or
breaks because of lesser quality. This simple example shows the delicacy of product
authentication: a fake item may be easy to spot, but it is hard to establish the authenticity of a
genuine product conclusively. A secure way to authenticate products based on their natural
properties is the so called Laser Surface Authentication (LSA). It is based on the fact that
each surface has a unique pattern of how it reflects laser light. [19]. With a special laser
scanning process, it is possible to measure the surface structure of an object so closely that
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a unique fingerprint is captured, which can be stored in a database for the later comparison
with products claiming to be genuine.

Measuring imminent features of products, however, may be too complicated (e.g. requiring
line-of-sight) or may only work in certain environments. A simpler method is to add an
artificial feature, which can be verified easily, to an item. Here, the problem is that artificial
features are man-made, and it is generally possible to clone them. Such features include,
e.g., holograms, watermarks, security threads, chemical and DNA markers, micro printing or
printing with inks only visible in ultraviolet light. Products can also be authenticated by
injecting microscopic taggants to them whose existence can be optically verified [16]. These
features offer a secure authentication, if it is difficult for counterfeiters to equip the fake
products with the same security features. The difficulty in reproducing a feature might have
different reasons, among them:

e the cost for reproducing the feature or for attaching it to a product,

* no access to the material needed for imitating the feature,

® no access to the production facilities needed (e.g., for manufacturing RFID tags),
¢ no knowledge about the (complex) production process or the materials needed,
¢ no knowledge about the presence of a feature (covert and forensic features),

e intrinsically not reproducible features, i.e. features that are produced based on a random
process, which can be verified but not reproduced voluntarily.

Since holograms were historically hard to copy, they were used to provide cloning resistance
to products. Today, however, equipment to manufacture holograms is relatively accessible,
and holograms that are used as security labels incorporate unique serial numbers (e.g., [25])
or polarize the reflected light (e.g., [13]). Another currently used technology to authenticate
products is the Copy Detection Pattern (CDP) that can be printed on paper or carton
package, labels or documents, and that can be verified by optical reading [2]. A CDP is hard
to copy and thus protects the product from cloning.

The domain of document authentication uses very advanced methods mostly because of the
security requirements of banknotes and passports. Many features of these documents
themselves are used in authentication, such as the material of the paper, visible printings, the
serial numbers and other data they carry. In addition, they have many hidden security
features such as invisible printings, watermarks, special materials, but information about their
existence is not publicly available and thus out of the scope of this work.

Also barcodes and RFID labels can serve as security features. They can be quickly scanned,
even without line of sight, and they return a unique number (identifier) that correspond the
identity of the product where the feature is attached to. The identifier can be easily mapped
to a database where all objects are registered, thus offering additional possibilities to
authenticate a product besides the mere presence of the feature. These methods will be
described in the next two subsections.
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Products can be authenticated based on tracing information [18] and product pedigree [26]
that allow a plausibility check. These systems gather and verify knowledge about the
locations of the original products. In case of the pedigree, also information about the sender
and receiver of an item are known and can be verified. An important prerequisite of these
approaches is to have unique identifiers on each product, which can be achieved by putting
an RFID tag on it, or by printing a 2D barcode or an alphanumeric code on the product.

Tracing can be used in the following way to establish the authenticity of an item. Note that
there is always a background system involved, which keeps records about the whereabouts
of an item.

e As a rudimentary authentication, the system can verify whether the identifier an object
claims to have was indeed issued at manufacturing time. In order for this check to be
useful, the following two conditions must be met to minimize successful number guessing
by counterfeiters: the unique identifiers must be assigned randomly, and the number of
potential identifiers must be significantly larger than the number of identifiers issued.

e |f the supposed location of the item is known in the background system, the actual
location can be verified against the supposed one. This will also contribute to detection of
grey marketing activities.

e [f the history of the item is known, i.e. where it has been in the past, at what time and in
which transactions it was involved, this history can be checked against valid traces. Only
if the history is plausible the item will be accepted as genuine.

Duplicated tags may often be detected by the background system, given that the information
of the movement of individual items is made centrally available. The latter two
abovementioned plausibility checks can detect duplicated tags in certain scenarios.
Automated detection of cloned tags in a RFID-enabled access control application using
intrusion detection mechanisms has been addressed in [17]. This approach presents the
state-of-the-art in cloned RFID tag detection and it is based on detection of statistical
anomalies vis-a-vis the established normal behavior profile. However, it suffers from a
relatively high rate of false positives making it infeasible for many real world applications.

In tracing based authentication it is crucial that the association between an item and a serial
number is established in a secure way. Otherwise, the result of the authentication process
would provide no information at all about the item under consideration. How this binding
between identifier and product can be achieved is described in Section 4.

A secret key embedded within an RFID tag can serve as an authenticating feature. Of
course, the key must be protected against unauthorized access, such as side-channel
attacks. Cryptographic functionality should only be accessible through a well-defined
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interface, which typically offers entity authentication features through a challenge-response
protocol. But it is usually not possible to directly access the key value, not even after
successful user authentication to the tag. A recent example is new electronic passports,
which use RFID tags for authentication [6]. Such passports are also a good example of
security and privacy issues being raised by the widespread use of RFID [7].

Several protocols have been designed for authenticating RFID tags; a survey can be found in
[10]. The general property of these protocols is that a reader device verifies if a tag knows a
certain secret key. The secret key is never transmitted in clear text over the radio-frequency
interface which can be eavesdropped. Knowledge of the key is typically verified through a
challenge-response protocol. Such a protocol may be based on (i) public-key cryptography.
Due to advances in elliptic curve cryptography (ECC), public-key cryptography is becoming
more and more feasible in serialized RFID tags. ECC allows for less computationally intense
encryption for resource-limited devices, and it is expected to have an important role in
securing mobile internet devices [29]. To illustrate the effect of this increased computational
efficiency, ECC has enabled implementing the world’s smallest SSL Web Server in shape
and size of a quarter dollar coin [30]. Wokenstorfer [28] has shown that ECC could be
implemented by respecting the strict power and area constraints of RFID tags. Batina et al.
[1] show how secure identification protocols based on elliptic curves are implemented on a
constrained device such as an RFID-Tag requiring between 8500 and 14000 gates,
depending on the implementation characteristics. Tuyls et al. [27] claim that at least the
complexity of 12,000 logic gates is required for implementing these approaches, which is a
significant overhead even for high-end tags. Also, (i) a hash-function may be used to
authenticate RFID tags [4]. This approach has lower resource requirements than public-key
encryption. Alternatively, (iii) symmetric-key encryption seems to be viable for RFID, as
demonstrated by [5], which presented an AES implementation with approximately 3,400
gates. The disadvantage of symmetric-key versus public-key cryptography is more sensitive
key management. Most of these approaches are, however, still not feasible for low-cost,
high-volume RFID tags due to cost and size constraints, and the increased reading time.

Another way to implement a secret key on the RFID tag is to use a Physical Unclonable
Function (PUF). The PUF is a one way function that allows for the calculation of unique
responses using only some hundreds of logical gates without any costly cryptographic
primitives [20]. In order to make the use of eavesdropped responses infeasible, several
challenge-response pairs should be stored in a database. A model of PUF in transponder
authentication is presented in Fig. 1. One possible candidate for a PUF is proposed in [9]
where the idea is to exploit the statistical delay variations of wires and transistors across
integrated circuits (ICs) to implement unique secret key on each tag. The evaluation in [9]
indicates that there exists significant delay variation of wires and transistors across ICs
implementing this circuit, and that the idea of leveraging this variation to uniquely identify and
authenticate an IC seems promising. However, there are open issues that should be
addressed for PUFs to be deployed in real applications.
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Challenge RFID Label

Response

Fig 1. Amodel of a PUF based Class | / Class Il RFID label [20].

Regardless of the exact implementation of the tag authentication protocol, one major
challenge with RFID tags is that the tag itself is authenticated and not the product. Therefore,
as in the case of product tracing, a strong binding between the tag and the product has to be
established.

As outlined above, plain authentication of the security feature is sometimes not sufficient for
secure product authentication. Authentication has to be complemented by additional
safeguards, so that the authentication methods cannot be tricked or circumvented easily. For
example, it is useless to employ copy protected RFID tags if they can be ripped off and
reused on other (counterfeit) products easily. Therefore, we will briefly discuss three
complementary concepts to product authentication:

e Methods for ensuring the binding between product and identifier
e Methods for preventing the copying of identifiers
e Sealing of packages to prevent product tampering

The binding (inseparability) between a tag and a product can be achieved either based on
mechanical principles or it can be ensured virtually by personalizing the tag. One proposed
approach to bind the tag to the paper document it authenticates is to make use of optical
memory device that is integrated on the document [11].Mechanical binding includes the use
of RFID tags that lose their functionality if they are ripped off a product. This principle can be
applied for example in spray perfume bottles where the tag resides between the bottle top
and the glass bottle. Removing the bottle top detaches a wire from the tag’s antenna,
disabling the tag [22]. RFID tags can also be integrated inside solid metal objects such as
rings. In this case, using optimized protocol, optimized reader signal processing, and
magnetic induction in 125 kHz (LF) band, a reading (and writing) distance of about 1 cm can
be achieved, from which about 1 mm through metal [22]. Using similar techniques, RFID tags
can also be integrated in blister packages that are commonly used for example in
pharmaceutical industry. A tag residing between two aluminium foils inside the blister can be
read from up to about 5 cm distance, from a stack of blisters [22]. Integration of RFID tags
inside the electronic passports also presents secure tag-product bindings.
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The personalization of tags requires that product-specific information is stored on the tag
[14]. This information should be as unique to the item as possible. One possible choice would
be the LSA fingerprint described above in subsection 3.1. By comparing the measured
property of the product to be checked to the data stored on the tag, it can be verified whether
the tag belongs indeed to the product. Note that not only RFID tags are able to store this
product specific data, but also 2D barcodes and similar optical identifiers can store additional
object information.

How it can be ensured that identifiers are not copied depends on the type of tag used. In the
case of RFID tags, cryptographic approaches are well suited to prevent copying. In the case
of visual identifiers like barcodes, it is possible to superimpose the line pattern with a CDP,
thus rendering the barcode hard to clone. Alphanumeric identifiers and barcodes can also be
combined with traditional security features like holograms to protect them against copying.
This combination approach is also demonstrated by [25].

Anti-tampering measures have to be considered if the tag is not applied directly to the
product, but to its packaging. In this case, binding mechanisms will only ensure that the tag
stays with the packaging, but it must furthermore be ensured that the product stays with the
packaging. Therefore, the packaging must be sealed appropriately. Mechanical seals are one
option, but RFID tags and sensor networks can also be employed for this purpose. For
example, RFID is used in electronic seals to guarantee the integrity of containers in
transatlantic traffic [21]. RFID tags are also useful by providing immediate notification, e.g.
[3], or by recording the tampering event (e.g. by rendering the tag unreadable [15]).

We have identified four fundamental approaches to product authentication:

e Authentication based on properties that are inherent to the product itself, such as a
unique design, weight, or certain materials. True uniqueness is often only determined if
the inspection procedure captures highly precise details, such as the optically captured,
random alignment of paper fabric, or surface details measured by a laser scanner. Such
details provide identity for an object.

e Authentication based on security features that are incorporated into a product, for
example by the application of an invisible ink or a security tag.

e Historical data about an object provides valuable information about its origin, former use,
and operation and storage conditions. Besides its usefulness for product authentication,
such tracing information is a precondition for making sound decisions about the future
application of an object.

e Cryptography is a commonly used tool for the remote authentication of entities. The same
principle can be useful for product authentication. A prerequisite is the presence of a
computational unit, which can perform cryptographic operations, and the protection of the
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secret key against unauthorized use. This approach is conceptually similar to
incorporation of security features but very different in the way it's implemented.

Every authentication process, including human-to-human authentication, relies on the
observation of effects that are caused by certain properties. The apparatus that actually
performs the observational process could, in principle, be fooled by a clever adversary. In
order to provide high level of security, the threshold for such activities must be set sufficiently
high so that they become unattractive. There is a compromise involved between the cost for
the verification apparatus and process, and the cost for faking the authenticity of a product.

Based on this study, it is too early to conclude which approaches are the most suitable for
which kinds of products. To assess which technology or approach to choose for a given
product, the following main constraints need to be taken into consideration:

e Intended use-case for product authentication: Depending on who is to authenticate the
products and what is the environment, there are different constraints regarding the time
and effort for the check, required equipment, and expertise. Therefore different
techniques and approaches are needed for, e.g., private investigators, customs officers,
warehouse employees, sales clerks, and consumers.

e Desired level of security: There is no such thing as perfect security and therefore, in
theory, all product authentication approaches can be broken. The level of security of an
approach is defined by the amount of effort needed to break or bypass it. For unprotected
products, all product authentication techniques present a substantial increase in the level
of protection, but in the long term the level of security needs to match the value of the
product it protects.

e Cost of the solution: In anti-counterfeiting, the cost to protect a product is often a critical
factor when choosing a product authentication technology and it should not exceed the
expected benefits. Today there are no formal ways to estimate the benefits of different
product authentication approaches in order to enable a cost-benefit analysis that could
justify the cost of a solution.

e Physical constraints of the product: None of the techniques might be feasible due to
physical constraints of the product. Finding natural features that are suitable for
authentication is very challenging for example for pharmaceutical products. Some
products like certain luxury goods require invisible integration of the security feature,
making clearly visible security features infeasible. Also the environmental constraints due
to the product’s life-cycle, such as robustness to extreme temperatures and lifetime of the
security feature, need to be taken into account.

The formulation of guidelines for choosing suitable product authentication approaches for
different products while taking into account the main constraints that are outlined above is
subject to future work.

10
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In this paper, we have presented an overview of existing ways to authenticate products. The
number of available techniques is high and the authentication process can be based on
various things. Mitigating the cloning attack is often the first priority in most approaches, but it
is equally important to provide a binding between the security feature and the product.
Current ways to authenticate products require expertise, specialized equipment, or even
both. Furthermore, some product authentication approaches require access to information
that companies are not willing to share, such as the trace of a product or the existence of
hidden security features. Product authentication is therefore currently rather inaccessible to
ordinary consumers, even though their involvement could be of great benefit in anti-
counterfeiting.

This work has been partly funded by the European Commission through IST Project SToP:
Stop Tampering of Products (Ref. IST- 034144). The authors wish to acknowledge the
Commission, Eric Gout, and Thomas Kelepouris for their support and comments.
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